MarepuaJbl K TEeMeE: «IIpopunakruxka KHOepnpecTynjieHnu,
OTBETCTBEHHOCTb I'PAK/IAH 32 X COBEPIICHUE)

Bcnen  3a pa3BuTtHeM  MH(OPMAIIMOHHBIX  TEXHOJOTHH,  HX
MPOHUKHOBEHUEM BO BCE CEephl KUZHEACATECILHOCTH YEJIOBEKA 3aKOHOMEPHO
pacTeT KOJIUYECTBO PETUCTPUPYEMBIX KOMIBIOTEPHBIX HHIIUICHTOB.

B 3akonomarennctBe  PecnyOmuku  benapych  mpemycMoTpeHa
OTBETCTBEHHOCTb, B TOM YMCJIE YI'OJIOBHAsl 34 COBEPILICHUE NPOTUBOIPABHBIX
NessHUH B cpepe BHICOKMX TEXHOJIOTHM.

YT010BHBIM KOJEKCOM IMPEAYCMOTPEH PsAJ MPECTYILUIEHU, OTHECEHHBIX K
KOMITETEHIINH TOIpa3/IeJICHU M0 PACKPBITUIO IPECTYIUICHUN B cpepe BHICOKUX
TexHojoruil. PaccMotrpum ux nojpodHee.

Cmamos 212. Xuwenue nymem Ucnoib308anusi KOMNbIOMEPHOU MeXHUKU

1. XumeHnue umylecTBa NyTeM HU3MEHEHUs HHGopmanuu, oOpabaTbiBaeMoOil B
KOMITBIOTEPHOI CUCTEME, XpaHsSLIEHCs Ha MAIIMHHBIX HOCHUTENSIX WM MepeaBaeMoil 1o
CeTsIM TMepelayd NaHHBIX, JIMOO TyTeM BBEJIEHUS B KOMIIBIOTEPHYIO CHUCTEMY JIO)KHOU
uH(pOpMAaLINH -

HakasplBaeTcsl WTpadoM, WIKM JIHMIIEHUEM T[paBa 3aHUMATh ONPEJCICHHbIE
JOJDKHOCTM WM 3aHUMAThCsl ONPENENIEHHOW JEeATEIbHOCThIO, WM apecToM, WIIH
OrpaHUYEHHEM CBOOOIbI Ha CPOK JI0 TPEX JIET, WJIN JIMILIEHUEM CBOOOIbI HA TOT KE CPOK.

2. To xe pgesHue, COBEPIICHHOE TMOBTOPHO, JHMOO TPYIIOH JHUI[ TIO
MPEeIBAPUTEIIHHOMY CTOBOPY, JIMOO COMNPSKEHHOE C HECAHKIIMOHUPOBAHHBIM JTOCTYIIOM K
KOMITBIOTEpHOU HH(OpMAIUH,-

Hakas3bIBaeTcsl WTpadoM, WK UCIPABUTENIbHBIMU pabOTaMHU Ha CPOK A0 JABYX JIET,
WIM apecToM, WM OTpaHUYE€HHUEM CBOOOJbI HA CPOK OT ABYX JAO ISTH JIET, UJIU JIMIIEHUEM
cBOOOJIBI HA CPOK JIO0 TISITH JIET C JIMIIEHUEM IpaBa 3aHUMATh OIpPeIeNIEHHbIE JTOIKHOCTH
WM 3aHUMAThCSI ONPEICIEHHON IeATebHOCThIO UK O€3 JINILIECHUS.

3. JlesiHus1, IpeyCMOTPEHHBIEC YacTAMM | WK 2 HACTOSAIIEH CTaTbU, COBEPILICHHBIEC B
KpYIHOM pa3Mepe, -

HAKa3bIBAIOTCS JIMIIICHHEM CBOOOJIbI HA CPOK OT JBYX JIO CEMH JIET CO MTpadoM UIu
6e3 mTpada ¢ KOHpUCKaIMed UMyIIEeCTBa WU 0e3 KOH(HCKalUK U C JHUIICHHEM IpaBa
3aHMMAaTh OMNPEEICHHbIE TOJDKHOCTH WM 3aHUMAThCSl ONPEETICHHON IEITeTbHOCThIO MITN
0e3 muIeHus.

4. JlesHusa, npeayCMOTpPEHHble dYacTsMud 1, 2 wiam 3 HacTosIIEHd CTaThH,
COBEpIIEHHbIE OPTaHU30BaHHOM IPyNIoi 1100 B 0000 KPYITHOM pa3Mepe, -

HaKa3bIBAIOTCS JIMIIEHUEM CBOOOABI HA CPOK OT IIECTH [0 MIATHAALATH JIET C
KOH(UCKAIMe UMYIIIECTBA U C JIMIIICHUEM TpaBa 3aHUMATh ONPEACIICHHBIE TOJKHOCTH HIIN
3aHUMATbhCSI ONPEIeTICHHON IeATEeIbHOCThIO UK O€3 JINIIEHUSI.

HeoOxomumMo ~ OoTMETHUTBH, UYTO  OTBETCTBEHHOCTh  3a  JICSIHUA,
MPEyCMOTPEHHbIE cm.2 ]2, HacTynaeT ¢ 14-1emuezo ospacma.

[IpuMepoM TakKoOro MPECTYIUICHUS MOXET OBITh XHINCHHE JICHEKHBIX
CPEACTB C HAWJCHHOU MO0 MOXUINEHHOW 0aHKOBCKOM IIATEKHOM KapTOYKH C
UCIIOJIb30BaHUEeM OaHKOMAaTa, IUIATEKHOTO TEpMHHAJIA, a TaKXke C
HCIIOJIb30BAHUEM PEKBU3UTOB KAPT MPHU OCYIICCTBICHUN HHTEPHET-TIATCKEH.
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Cmamws 349. HecankyuonuposanHuwlil 00Cmyn K KOMIbIOMEPHOU UHDOpMayuu

1. HecaHKIIMOHUPOBAHHBIM AOCTYIl K MH(GOpPMAIMH, XpAHAILIEHCS B KOMIIBIOTEPHON
CUCTEME, CETH WJIHM HAa MAIIMHHBIX HOCUTENAX, COIIPOBOXKAAIOIINNICS HAPYILLIEHUEM CUCTEMBI
3aIUThl (HECAHKIIMOHUPOBAHHBIM JOCTYN K KOMIBIOTEPHOW MH(OPMALIMH), TOBJIEKIIUN 1O
HEOCTOPOKHOCTH M3MEHEHHME, YHHUYTOKEHUE, OJIOKMPOBaHHE MH(OpPMALMK WUIU BBIBOJ M3
CTPOsI KOMIIBIOTEPHOT'0 000py10BaHUs 1100 NPUUYUHEHNE UHOTO CYIIECTBEHHOIO Bpea, -

HaKa3bIBaeTCsl IITPAPOM MM ApPECTOM.

2. HecaHKIIMOHMPOBAHHBIN JTOCTYNl K KOMIIBIOTEPHON HMH(OpMAIU, COBEPILIECHHBII
U3 KOpPBICTHOM WJIM MHOH JIMYHOM 3aMHTEPECOBAHHOCTH, JIMOO TpYNIOW JHIl 10
IpEeIBapUTEIBHOMY CTOBOpPY, JUOO JHMIIOM, UMEIOIIMM JOCTYI K KOMIIBIOTEPHOM cucTeMe
WIH CETH, -

HakasplBaeTcsl WTpadoM, WIM JIMIIEHWEM T[paBa 3aHUMAaTh OIpEEIICHHbIE
JOJDKHOCTH WM 3aHMMATbCsl ONPENEICHHOW JEATEIBHOCTBIO, WJIM apecToM, WIH
OrpaHUYEHHEM CBOOOIbI Ha CPOK JI0 IBYX JIET, WM JIUILIEHUEM CBOOO/IbI HA TOT K€ CPOK.

3. HecaHKIMOHMpPOBAHHBIM JOCTYNl K KOMIIBIOTEpHOM uHpoOpManuu Jubo
CaMOBOJIBHOE II0JIb30BAHUE 3JIEKTPOHHON BBIUYMCIIMTEIBHON TEXHUKOM, CPEACTBAMHU CBS3H
KOMIIBIOTEPU30BaHHON CHCTEMBI, KOMIBIOTEPHOM CETH, MOBJIEKIINE IO HEOCTOPOXKHOCTU
KpyILlIEHUE, aBapuio, KaTacTpody, HEcUacTHble Ciy4aul C JIOJbMH, OTpHUIATEIbHbIC
U3MEHEHHUS B OKPYKAIOIIEH Cpesie WU UHbIE TSKKHUE MOCIEICTBUS, -

HAKa3bIBAIOTCS OrPaHUYEHHUEM CBOOOJBI HA CPOK JIO MATHU JIET WIH JIMIICHUEM
CBOOO/IBI HA CPOK JI0 CEMH JIET.

Hanpumep — HECaHKUMOHHUPOBAHHBIN JOCTYN (OTKPBITHE W MHPOCMOTP
daiinoB, muceM, MEPENHCKH) K AJICKTPOHHOM TOYTe, YUYETHBIM 3alKCsIM Ha
pa3IMYHBIX caliTaX, B TOM 4YHCJE B COIHAIBbHBIX CETAX, K HHQPOpMAIINH,
coJepxalieiicss Ha KOMIIbIOTEpe, B cMapTdOHE M 3alUIIEHHON OT JOCTYyIa

TPETHUX JIUILI.

Cmamws 350. Moougukayus komnvromepnou ungopmayuu

1. U3menenune mHbopManuu, XpaHsIencs B KOMIBIOTEPHON CUCTEME, CETH WA Ha
MAaIIMHHBIX HOCHUTENSAX, JIMOO BHECCHUE 3aBEJIOMO JIOXKHOW MHGOpMAIUU, MPUIHMHHUBIINAC
CYILIECTBEHHBIN BpeJ, MPU OTCYTCTBUM MPHU3HAKOB MPECTYIUICHUS MPOTUB COOCTBEHHOCTH
(MoauduKaIMs KOMIBIOTEPHON HHPOPMAIINHN) -

HaKa3bpIBAIOTCSA MITpadoM, WIM JUIICHHEM T[paBa 3aHUMaTh OIpPEACIICHHBIC
JTOJDKHOCTA WJIM 3aHMMATBCS ONPENCICHHOW JCSITCIBHOCTBIO, WJIH apecToM, WA
OTpaHUYEHHEM CBOOOIBI Ha CPOK JI0 TPEX JIET, HIIM JIMIIEHUEM CBOOOIbI HA TOT ke CPOK.

2. Monuduxarms KOMITbIOTEPHOI uHpopMaInH, conpsbKeHHast c
HECAaHKIIMOHUPOBAHHBIM JIOCTYIIOM K KOMITBIOTEPHON CUCTEME WJIM CETH JIMOO MOBJIEKIIAs
10 HEOCTOPOKHOCTHU MOCEACTBUA, YKa3aHHbIe B yacTu 3 cratbu 349 Kopekca,-

HAKa3bIBACTCSI OTPAHMYCHHEM CBOOOJBI HAa CPOK [0 TSATH JIET WIH JIUIICHUEM
cBOOOJIBI HAa CPOK IO CEMH JIET C JIMIICHUEM IpaBa 3aHUMATh OIPE/ICICHHBIC JODKHOCTH
WJIH 3aHUMAaThCS ONPEICIICHHOMN eATeIbHOCTBIO WIIA O€3 JIMIIICHUS.

B kauectBe mpumepa MOKHO NPUBECTH IPOU3BEICHHBIE W3MEHEHMS
KOMIIBIOTEPHOUN MH(OPMAIIMU: TIEPENHUCKA B JICKTPOHHOM MOYTE, B COIMATBLHON
CeTH, B MECCEH/DKEpPEe ¢ MpaBaMH JPYroro IOJIb30BATEINsl; W3MEHEHUE
TEKCTOBOM, rpaduueckod U HHOM UHPOpMaIMU; BHECEHUE HW3MEHEHUU B

3alUIIEeHHbIE 0a3bl JAHHBIX U T.J.
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Cmamows 351. KomnvromepHuiti cabomasic

1. VYMblIUIeHHBIE YHUUYTOXKEHUE, OJOKMpOBaHHE, MPHUBEACHHE B HENPUTOJHOE
COCTOSIHME KOMITBIOTEpHON WHGOpPMAlMM WM MPOTrpaMMbl, JHUOO BBIBOA M3 CTPOSA
KOMITBIOTEPHOTO 000pYIOBaHUS, JTUOO pPa3pyIICHHE KOMITBIOTEPHON CHCTEMBI, CETH WIIH
MaIIMHHOTO HOCUTENS (KOMITBIOTEPHBIN caboTax) -

Haka3bIBalOTCS IITpad)oM, WM JIMIIEHHEM I[IpaBa 3aHUMATh OIpe/eJIeHHbIC
JMOJDKHOCTA WJIM 3aHHMATBCS ONPENEICHHOW JACSITENbHOCTBIO, WA apecToM, WU
OTpaHUYCHUEM CBOOOJIBI HA CPOK JIO TISATH JIET, WITU JIUIIEHUEM CBOOOIBI HA CPOK OT OAHOTO
rojia Jio msTH JIeT.

2. KomnbroTepHbslii caboTax, CONMPSHKEHHBIM ¢ HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K
KOMITBIOTEPHOUW CHCTEME WJIM CETH JIMOO0 TOBJICKIIHNA TSYKKHUE MTOCICICTBUSA, -

HaKa3bIBACTCS JTUIIEHUEM CBOOOIBI HA CPOK OT TPEX O JAECATH JIeT.

3nech MBI TOBOPUM OO0 YMBIIUICHHOM YHHUUYTOXEHUM (yJaJCHUU,
NPUBEJACHUN B HENPUTOJHOE COCTOSHHUE, MU(PPOBAaHUK) KOMIIBIOTEPHOU
uHpopmaruu OO €€ OJOKMPOBAHMM (HAMpuUMep IyTEM CMEHbI MapoJs
JOCTyTIa, U3MEHEHUH rpauiIecKoro Kiaro4da u T.11.).

Cmamows 352. Henpasomepnoe 3asnadenue KoMnvlomepHoU ungopmayueti

HecaHKIIMOHUPOBAaHHOE KOMHMPOBAaHUE JIMOO WMHOE HEIMPABOMEPHOE 3aBJIAJICHUC
uHpOpMaIel, XpaHsMIeHcs B KOMIIBIOTEPHOH CHUCTeMe, CeTH WIM Ha MAaIIWHHBIX
HOCHUTENSAX, JIMOO mepexBaT MHGOpMalMM, MepeaBaeMoOil C HCIOJb30BAHUEM CPEICTB
KOMITIBIOTCPHOM CBA3H, IMMOBJICKIIUC NPUYNHCHNUEC CYIICCTBCHHOT'O Bpcaa, -

HaKa3bIBAIOTCSl OOIIECTBEHHBIMU pabOTaMH, WM IITpadoM, WIH apecToM, HIU
OrpaHMYEHHEM CBOOOBI Ha CPOK JI0 ABYX JIET, HIIH JIMIICHHEM CBOOOBI HA TOT KE CPOK.

B nanHOM ciyyae ydMTBHIBarOTCS JEUCTBUS, CBSI3aHHBIE C KOIMMMPOBAHUEM
KaKOH-T100 3HAYMMOM WH(POpMAIiH, MTOBJICKITHE MPUYNHEHUE CYIIIECTBEHHOTO
Bpena. K mpumMepy — KONMHUPOBAHUE MHUCEM M3 AJICKTPOHHOW IOYTHI, JTUYHOU
MEPENUCKU U3 COLMAIIBHBIX CETE€H, 3aKPBITBIX JI IPOCMOTpPAa TPETbUMU

munamu ororpaduii ¢ komneroTepa.

Cmamova 353. Hzeomoénenue nubo cObImM cheyuanvhbvlx cpeocme Ons NOLYYEHUs.
HenpagomepHo2o 00CMyna K KOMNbIOMeEPHOU cucmeme Uiy cemu

N3rotoBnenue ¢ uenbio cObITa JHOO0 COBIT CHEUANBHBIX MPOTPAMMHBIX WU
amnmapaTHbIX CpEACTB s IOJY4YeHHs] HENPaBOMEPHOIO JOCTyNa K 3allMIIECHHON
KOMIIBIOTEPHOW CUCTEME WIIH CETH -

HaKa3bIBAIOTCS WITpadoM, WIK apecToM, WIM OrpaHMUYEHHEM CBOOOIBI Ha CPOK M0
JBYX JIET.

Craths pgocTaTOYHO creuupuyHa W TPUMEHSIETCS TIpu pa3padboTKe,
U3TOTOBJICHMM W COBITE  CHENMAIBHBIX  MOpOrpaMM M YCTPOMCTB,
NpeaHa3sHAYE€HHBIX JJIsI OCYILISCTBICHUS HECAHKIMOHHPOBAHHBIX JOCTYIIOB,
HaIpuMep NOAAEIbHBIX CMapT-KapT AJI IIPOCMOTPA 3aKOJUPOBAHHBIX KaHAJIOB

CIIYTHHKOBOI'O TCJIICBUIACHMA.

Cmamovsa 354. Paspabomka, ucnonv3osanue aubo pacnpocmpanerue 8peodOHOCHbIX
npozpamm

1. Pa3paboTka KOMIIBIOTEpHBIX MpPOTPaMM MJIM BHECEHHUE M3MEHEHUH B
CyIIECTBYIOIIME  IPOrpaMMbl C  LEJbI0  HECAHKIMOHMPOBAHHOIO  YHUYTOXKEHHS,
OJIOKMpOBaHMS, MOJU(PHUKAIMK WM KONMHMPOBAHUS HMHPOpPMALMHU, XpaHsIiehdcs B
KOMITBIOTEPHOM CHCTEME, CeTM WM Ha MAalIMHHBIX HOCUTENSIX, Ju0o pa3paboTka
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CHELUANbHBIX BUPYCHBIX Iporpamm, JHOO 3aBEIOMOE WX HCIOJIb30BaHHME, JMOO
PaCIIpOCTPAaHCHHUC HOCHUTEJICH ¢ TAKUMHU IIporpaMmmMamu -

HaKa3bIBAKOTCs HITpa(i)OM, HJIN ap€CTOM, HMJIN OIrpaHUYCHUCM CBO6OI[I>I Ha CpOK IO
JIBYX JIET, WJIM JIMIIEHHEM CBOOOIBI HA TOT K€ CPOK.

2. Te e nercTBUs, NOBICKIINE TSHKKHE IOCICACTBUS, -

HaKa3bIBAKOTCs JIMILICHUEM CBO60I[I>I Ha CPOK OT TPEX OO0 ACCATH JICT.

K yromoBHOW OTBETCTBEHHOCTH TIO JaHHOHW CTaTh€é MOTYT OBITh
MPUBJICUCHBI JIUIA 32 Pa3pabOTKy BPEJOHOCHOTO MPOTPAMMHOTO 00€CTICYEHU S,
a TakXke pa3pabOTKy M HUCIOJb30BAHUE BUPYCOB, HANpPUMEP OJIOKHUPYIOIIHUX

cMapTPOHBI MO0 MUDPYIOMKUX KOMIBIOTEPHYIO HHPOPMALIUIO HA CEpBEpax.

Cmamosa 355. Hapywenue npaeun skcniayamayuu KOMNbIOMEPHOU CUCMEMbl UTU
cemu

1. YMbIIIeHHOE HapyIICHHWE MPaBWII IKCIUTyaTallid KOMITBIOTEPHON CHCTEMBI HITU
CETH JIUIIOM, UMEIOIIHUM JIOCTYTI K 3TOW CHCTEME WM CETH, MOBJIEKIIEE TI0 HEOCTOPOKHOCTH
YHUYTOXXEHHE, OJIOKHpOBaHUE, MOIU(DUKAIINIO KOMIBIOTEPHOW MH(OpMAIUU, HAPYIICHUE
paboThl KOMITBIOTEPHOTO 000PYOBaHMS IMOO MPUIMHEHUE UHOTO CYIIIECTBEHHOTO Bpea, -

HaKa3pIBaeTcss IITpadoM, WM JIMIICHHEM TpaBa 3aHUMAaTh OMNpPEICICHHBIC
JOJDKHOCTH WJIM 3aHUMAThCSl OMPEICIIEHHOW JeSITeNbHOCTBIO, WM HWCIPAaBUTEIBHBIMU
paboTamMu Ha CPOK A0 ABYX JIET, WK OrpaHUYEHUEM CBOOOIBI HA TOT e CPOK.

2. To xe nmesHWE, COBEPIICHHOE MPH AKCIUTyaTallMd KOMIBIOTEPHOU CHUCTEMBI WIIH
ceTH, coaepxaiiei nadopmaiuo oco0oil IIEHHOCTH, -

HaKa3bpIBaeTCsl JIMIICHHEM IIpaBa 3aHUMaTh OIpEACNIEHHbIE OJDKHOCTH WU
3aHUMATbHCS OTPEACIIEHHOMN NesSTENbHOCTHIO, MIIM OTPaHUYEHUEM CBOOOJIBI HA CPOK JI0 TPEX
JIET, WK JTUIIEHUEM CBOOOIBI HAa TOT K€ CPOK.

3. JesHus, npenyCMOTPEHHBbIE YacTAMHU NEPBOM HWIIM BTOPOW HACTOSILIEH CTaThH,
MOBJIEKILIME 10 HEOCTOPOXKHOCTHU IOCJEACTBUS, YKa3aHHbIE B YAacTH TpeTheil cTtaTbu 349
Hacrosmero Koaexkca, -

HAKa3bIBAIOTCS OTPAaHUYCHHWEM CBOOOJBI HA CPOK JIO MATH JIET WIW JIIICHHEM
cBOOO/IBI Ha CPOK JI0 CEMH JIET C JIMIIEHUEM IpaBa 3aHUMATh OIPE/IECICHHbIE JOJKHOCTU
WIN 3aHUMAThCSI ONPEICIIEHHON AeATEeIbHOCThIO WIIN 0€3 JTUIIEHUS.

VYkazaHHas CTaThsl MOXKET OBITh IPUMEHEHA K JIUIaM, UMEIOIIUM JIOCTYII
K KOMIOBIOTEPHBIM CETSIM M CUCTEMaM, B KOTOPBIX XPaHUTCSI 3HA4YMMas
uHpopmaIrs, XajdaTHbIC JEHCTBHS KOTOPBIX TIPUBEIIM K HAPYIICHHUIO
(GYHKIIMOHUPOBAHUS TAKUX CUCTEM.

OTBETCTBEHHOCTh 3a JIeSIHUA, MPEIyCMOTpPEHHbIe cm.cm.349-335,
HACTynaer ¢ [ 6-1emnezo 6o3pacma.

Taxxe ¢ uCIoab30BaHUEM CETU VITHTEPHET MOKET COBEPIIATHCS PSAJT UHBIX
YrOJIOBHO HAKa3yeMbIX MTPOTUBOINPABHBIX ACIHUMN:

— motenanuectBo (cT.209 YK);

— MPUYMHECHHE WMYIIECTBEHHOTO yIiiepOa 0e3 mpu3HakoB XuIneHus (cT.216
YK);

— W3TOTOBJICHWE M PaCIpOCTpaHEHHWE MOpHOTpaQUUeCcCKuX MaTepHaIoB WM
npeaMeToB nmopHorpaduueckoro xapakrepa (ct.343 VK, c¢1.343-1 YK);

— xieerta (cT.188 YK);

— ockopousierue (ct.189 YK);
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— pa3XUraHhe PACOBOM, HAIMOHAIBHON WJIM PEIUTHO3HON BPAXKIBI WA PO3HU

(ct.130 YK) u unsie.

B 2019 romy Ha Tepputopunm oOnactu HaOmopaics Oosee yeM
TPEXKPATHBIA POCT KOJUYECTBA 3aPETUCTPUPOBAHHBIX KHMOEPIIPECTYIUICHHH. 3a
12 mecsueB yureno 930 Takux mpectymieHuii (+630 k mpouuioMy romy Hid
+210,0%), 66% 13 KOTOPBIX — XUINEHUS ITyTEM HCIIOIb30BaHUS KOMITBIOTEPHOM
TexHuku. O0mas cymma yiiepoa 1o npecTyrieHusIM (C y4eToM MOKYIICHUH) B
obnmactu mipeBbicuia 446 Teicsy pyOnei, B pecmyOimke — 6,4 MIITHOHA
pyouieil.

VYienbHBI BeC MpecTyIUIeHUW B cdepe BBICOKMX TEXHOJIOTHH, 10
KOTOPbIM YCTAQHOBJIEH TMOJO3PEBAEMbIi U MPOU3BOJACTBO MO KOTOPBIM
OKOHYEHO, B ' posiHeHCKOM 00acTu coctaBmi 29,2%.

3a 2019 rom 3a coBepileHHE TMPECTYIUICHHH B cdepe BBICOKUX
TEXHOJOTUM K OTBETCTBEHHOCTH IpuBIIeueHO 196 mui, uto Ha 87 OoubIie
aHAJIOTUYHOTO MEPHOJIa MPOIIOro rojaa, u3 HUX 7 (+5) HECOBEPIIEHHOJIETHUX,
42 (+15) xenmunsl, 63 (+32) — paHee CyIuMbIE.

B Tom uuncne Toibko B HOSIOpe B 00J1acTH YUTE€HO 96 (PakTOB XMILEHU €
KapT-CYETOB T'pa)kJaH, 77 U3 KOTOPBIX ObUIM COBEpIIEeHbI B ceTu VHTEpHET, B
pe3yabpTaTe 4ero AeprKaTean KapT notepsau okoio 70 Teicsy pyOneit. CpenHsis
CymMMa XHWIIECHHS B YKa3aHHOM MeCsIe COCTaBuia Okoyio 725 pyOrei,
MakcumaibHasg — 6 900 pyOneii. B nmekabpe 370yMBIITUICHHUKAMH TPUYMHEH
UMYIIECTBEHHBIN yIIepO OEIOPYyCCKUM TpaKJaHaM M OpPTaHHU3alUsIM Ha CyMMY
oonee 1 MmumoHa pyoJien.

Cpenu akTyallbHbIX Ha CETOAHSIIHUM JEHb BUJIOB NPECTYIUICHUH,
COBEPILIAEMbIX B OTHOIIEHNH (PU3NYECKHUX JIMI, HEOOXOUMO BbIICIIUTD:

— 3aBJaJICHUE JICHE)KHBIMU CpPEICTBAMH C KapT-CUETa C MCIIOJIb30BaHUEM
COLMAJIbHBIX CETEH;

— XHWIIEHHUE C KapT-CUeTa C UCIOJIb30BAaHUEM BHIIIUHTA 10 Tese(OoHy;

— 3aBJIaJICHUE JICHE)KHBIMU CpPEJCTBAMM C KapT-CUeTa C HCIOJIb30BAHUEM
¢uiuHra,

— HECAHKIIMOHUPOBAHHBIN JOCTYIl K YYETHOMN 3aIIUCU B COLICETH, DIIEKTPOHHOU
noure.

B oTHOomeHMM NpeNNPUATHI M  OPraHM3allMH  COBEPIIAIOTCS
CJIEIYIOIME TPOTUBONIPABHBIC ICIHMUSL:

— OJIOKUpOBaHHWE KOMIMBIOTEpHON HH(MOpManuu myTteM ee MmudpoBaHus C
LEJIbI0 TPENbABICHUS TpeOOBaHUM O JIGHEKHOM KOMIIEHCAllMU 32
pa30JIOKUPOBKY;

— 3apaxenue [IDBM  BpeqoHOCHBIM  MpOrpaMMHBIM  OO€CIIEUeHHUEM
(OaHKOBCKMMHU TpPOSIHAMH) C II€JIbIO JAJbHEUMIIEr0 XUIIEHUS JICHEKHBIX
CPEICTB TPEANPUATHS Yepe3 CUCTEMY JHUCTAHIIMOHHOTO OaHKOBCKOTO
00CITy)KUBaHUS.
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PaccMoTpuM yKa3aHHBIE BBIILIE TPYIIBI TPECTYIUICHUN MOApOOHEE.

3adacTyr0 HMMEET MECTO CHUTyalus, KOrjga co B3JIOMaHHOW JIHOO
[OJUIOKHOM YYETHOW 3aluChd B  COLCETH OCYIIECTBISIETCS  pacChUIKa
COOOIIEHUH C LENbIO NEPEeBOa ACHEKHBIX CPEACTB JIMOO NEPEeIaun PEKBU3UTOB
OAHKOBCKOM IJIaTEKHOM KAPTOYKHU JIMOO0 yUETHOU 3anucH B cucteme MHTepHeT-
0ank. Hammpumep:

— «IIpuBer, y TeOs ecThb JeWcTBylomas OaHKOBCKas KapTodka? Moro
3a0JIOKMPOBAJIM, a KaK pa3 CEro/iHsi MHE JOJIKHbI IEPEUUCIIUTD IeHbI'U. MOXKHO
s J1aM PEKBHU3WUTHI TBOEW KapThl, HA HEE NMPUAYT JECHBI'H, IIOTOM IEPEBEICIIbD
MHE, KOI/la MO0 KapTy pa30yokupytoT. B 1onry He octanychb!»;

— «Kaxoro 6anka y Te0s xaprouka? Mue HyxHa VISA wnmm MasterCard s
OIUIaThl B MHTEpHETE. MoOXKelllb AaTh PEKBU3UTHI Ui coTorpadupoBaTts? Tam
erie Ha oOpaTHOM cTopoHe Tpu HUGPHI ecTh. Tedbe Ha TenePoH JOJKEH TPUATH
KOJI, HanuIM ctojia. Het, He Oecriokocs, s IEHbI'M BEPHY C KOMUCCHUEH. »;

— «Moxeup gaTh JOTMH W Mapoyib OT MHTEpHET-OaHKuHTa. B MoeM Bblgaer
KaKyl0-TO OIIMOKY, XOUy MPOBEPUTH, €CTh JU B TBOEM Takoul Oar. Ilnarexeit
nenath He Oyy, Mbl K€ Ipy3bsi!»

Tpengom mnocnennux wmecsaneB 2019 roma cran BMmMHrT — Qopma
MOIIEHHHYECTBA, OCHOBaHHAs HA COLIMAIIbHON MHXKEHEPUU. 3J0YMBIILICHHUKH,
UCHOJIb3Ys TeaeOH U HUrpasi ONpEeeNIEHHYIO poJib (Yallle BCero COTpyJHHUKA
O0aHKa), TMOJ pPa3HBIMU MPEAJIOTaMH BBHIMAHUBAIOT TEPCOHAIBHBIC JTaHHBIC
(HampuMmep, PEKBU3UTHI IJIATEKHBIX KapT), UYTOOBI 3alOMy4YUTh JECHEKHBIC
CpeACTBa KJIMEHTOB OAHKOB.

[Ipeasiorom st nepegadu JaHHBIX MOTYT OBITh:

— OCYILECTBJIEHUE M0 KapTe€ MOUICHHUYECKOW orepanud U HEOO0XOIUMOCTh
CPOYHOU €€ OTMEHBI;

— opopmiieHne dYepe3 MHTEPHET-OAHKWHT OHJIAWH-KpeauTa W TPHUHSITHE
CPOYHBIX MEp IO €r0 OTKJIOHEHMIO U T.[.

[Ipr 3TOM B 3aBHCMMOCTM OT CUTyalUMU 3JI0YMBIIUIEHHUKH MBITAKOTCA

3aBJIAJIETh cleaytouiel nHpopmanue:

— UACHTU(PUKAITMOHHBIM HOMEP U MHBIC MACTIOPTHBIC TAHHEBIE,

— HOMeEp KapThl, CPOK JiecTBUs, uMs Braaensia, CVV/CVC-kox;

— KOJIbI MOATBEPKACHUS, MpUXo e Ha Bam Homep Tenedona;

— PEKBHU3UTHI TOoCTyna K cucteMe MHTepHeT-0aHK (J0TrMH, Naposib, CEAHCOBBIN
KJIFOY).

Eme ognum criocoboM 3aBnajieHusi peKBU3UTAMH SIBISETCS (PUIIMHI —
BUJI WMHTEPHET-MOLICHHMYECTBA, LEJIBI0 KOTOPOTO SBISETCA TOJIyYEHUE
JOCTyNa K KOH(MUICHIMAIBHBIM JaHHBIM TOJIb30BaTEIe — JIOTUHAM U
napoyisiM. ODTO JOCTUraeTcs MNYTEM NPOBEAEHUS PACCBUIOK SJIEKTPOHHBIX
COOOIIEHUH, B KOTOPBIX COJIEPAKHUTCS CChUIKA HAa CalT, BHEIIHE HEOTIUYUMBIM
OT HACTOSILIETO.
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ITocme TOro kak mMOJIB30BATENb IMOMAJAET HA MOAAEIBHYIO CTPAHUILY,
MOIIEHHUKH TBITAIOTCS MOOYAUTH MOJIb30BATENsl BBECTH HA HEW CBOM JIOTHH U
napoyib JOCTyna K ONPENEIIEHHOMY CaWTy, YTO MO3BOJSET MOIIEHHUKAM
NOJIYYUTh JOCTYII K aKKayHTaM U OAHKOBCKHUM CUETaM.

Hepenko xepTBaMu KuOEpHPECTYIHUKOB CTAaHOBATCS M OEIOpYyCCKHE
OpeAnpUsATHs M oOpraHu3aiuu. B pesynbrare MNpOBEACHHOrO aHAINA3a
0003HAauEHbl BO3MOXHbIE NPUYNHBI 3apakeHusl KopnopaTuBHbIX [I9BM:

— OIIMOKHU B HACTPOMKE CUCTEMBI O€30MIaCHOCTH JIOKAJIbHOM CETH;

— HUCIOJIb30BAaHUE yCTapeBIIero JuOO KOHTpadaKTHOTO MPOrpPaMMHOTO
oOecreueHus, He MOACP>KUBAEMOT0 TIPOU3BOAUTEISIMU;

— HUCIOJIb30BAaHUE  MPOrPaMMHOr0  oOecrnedyeHusl,  IMOJYYEHHOIO W3
COMHUTEJIbHBIX UCTOYHUKOB;

— OTCYTCTBHE OOHOBJISIEMOTO aHTUBUPYCHOTO IPOrPAMMHOTO 00€CTICUEHHUS;

— MOCEILIECHHE MOJIb30BATEISIMU MO03pUTENBHBIX VIHTEpHET-pECYpCOB;

— IPOCMOTP MOJIB30BATEISIMA BXOASAIINX IEKTPOHHBIX IMHCEM OT HE3HAKOMBIX
coOECeTHUKOB M OTKpBITUE  TpwiaraeMbix  (QaiioB.  3adacTyro
3JIOYMBIIUIEHHUKH PacChUIAOT IHCbMAa C NPHIOKEHUEM JOKYMEHTOB,
apXUBOB, UCHOJHSAEMBIX (halIoB, MO KOTOPbIE MAacCKUPYETCS BPEIOHOCHOE
nporpaMMHOe 00€ecIeueHuE.

I[Ipy  srOoM  Bce  yamie  HMEHHO HEOCMOTPUTEIbHBIE U
HenpoQeccuoHalbHble JEHUCTBHUSI  OOBIYHBIX MOJB30BATENE  CTAHOBATCS
OpUYMHON yiepOa sl NpeanpusITHH, U3MEpPAEMOro B HEKOTOPBIX Clydasx
JECATKaMU ThICSIY pyOJIei.

Bo wu30exanme pa3auyHOro poja KHUOCPUHIUICHTOB Ha YpPOBHE
N0JIB30BATENS MOKHO JaTh CJIEAYIOIINE PEKOMEHAALMH:

— HMCIOJIB30BATh CJIOKHBIE APOJIU U NEPUOJIUYECKU UX MEHSITh;

— HE COXpaHATh Napoiu B Opay3epax, HE XpaHUTh UX B 3JEKTPOHHOM BUJE WIIU
Ha OYMa)KHBIX HOCHUTEJISAX B JOCTYMHBIX MECTAX;

— HCIOJb30BaTh aHTUBUPYCHOE MPOTrpaMMHOE 0OecTeueHue;

— YCTaHaBJIHMBATh Ha MOOWJIBHBIE YCTPOMCTBA W TMEPCOHATHHBICE KOMIBIOTEPHI
IPWIOKEHUS TOJBKO U3 TPOBEPEHHBIX UCTOYHHUKOB;

— HE TNEepeXOAUTh MO  MOJO03PUTENbHBIM  CChUIKAM, HE  OTKpPbIBATH
MO/I03PUTEIbHBIE TUChMA U BIIOKEHUS K HUM,

— HE WCIOJNb30BaTh I Mepenuckd e-mail, x KkoTopoMy mpHBsI3aHBI
YCTPOWCTBA, yUeTHbIC 3anuCcH, IHTepHEeT-OaHKUHT,

— OOMEHUBAThCA COOOUICHUSIMH B  MECCEHIDKEPAaX TOJBKO IOJHOCTHIO
yAOCTOBEPHUBILNCH B JINYHOCTU COOECETHUKA.

HepxarensiM 0aHKOBCKHX KapTOYEK HEOOXOAMMO:

— BHUMATEJIbHO O3HAaKOMHTBCS C NPABWIAMHU II0JIb30BaHUS OAHKOBCKUMHU
MJIaTEeXKHBIMU KapToukaMmu Baiiiero 0anka,
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— HE TepenaBaTh KapTy W €€ PEKBU3UTHI TPETHUM JIMIAM, B TOM YHUCJIE B XOJE
NHuTepHeT-niepenucku  au00 1o TeleQoHy JHIaM, MPEACTaBISIOIIUMCS
COTpyAHUKaMH OaHKa,

— WCIIOJIB30BaTh OTIEIBHYIO KapTy i VIHTEpHET-MOKYNOK U HE XPaHWUTh Ha
Hel JICHbIU,

— nmoAkmounTh ycayru 3D-Secure, SMS-undopmupoBaHue, YCTaHOBUTH
HEOOXOAUMBIE JINMUTHI,

— OCYUIIECTBJISITh OIUIATy B ceTu IHTepHET Ha MNpPOBEpPEeHHBIX pecypcax,
paboTaronux 1mo 0e30macHoOMy MPOTOKOIy https.

B m060if cutyanum HEOOXOAUMO TPOSBIATH OJUTEIBHOCTh M CBOUMH
JNEHUCTBUSIMU HE CO3J]aBaTh YCIOBHS JUIsl COBEpIICHUS B OTHOIIEHHH Bac
IPECTYIUICHUN.

B ciydae coBepmieHus B OTHOIEHMM Bac NpOTUBOIPABHBIX JESHUM,
pekoMeHayeM Bam B kparuaiiiime Cpoku OoOpaTUTHCS B OpPTraHbl BHYTPEHHHUX
el TO0 MECTy JKHUTEIbCTBA JUOO OOHapyxkeHusi ¢akra COBEPIICHUS
MPECTYTUICHUS.



